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WHATR IS IHE EOREIGN CORRUP:
PRACTICES ACT?

ULS. law Impoesing crminal’ penalties for:

(@) payments (Or Promises, off payment)
made o fereign gevernment officials to

obtain; or retain PUSInEess, oF e Secure: an
IMPreper BUsiness advantage, and

() fallure: ter KEep! Proper acceunting
Fecords of DUSINESS transactions.




DEFENSES/EXCERTHONS:

(@) payments; allowed oy lecal law: such
as tralRing| EXPENSES, applicatien fees ol
punblic tenders or bid reunds

() paymentsirelated o
dUSIness develepment: (traveliana
entertainment)

(C) facllitating (grease) payments; for
feuting, Nen-discretionan/ government
action (prehikited By many: conpanies
and illegal 1 many countries)




HISTTORY

1977 - ECPA enacted I response o
defiense Industry brikery scandals of
the eanly: 1970s; bittery. criticized 1oy,
ULS. companies as unfair anad

INeftective

1986 - FCPA amended te add
affirmative defenses; recegnition
that seme payments are OK




1994, - ECPA amended ter add accounting
PrEVISIONS; MUCHh moere effective 1n
catching vielatiens hecause IS
Impessible 1o record an: lllegall brike
aceurately,

1998, - OECID Convention: ratfied anad
ECPA amended; companies in: the UK,
Erance;, Germany, Japan, Canada anad
other OECD member CoUuntres are new
subject to similar restrictions as U.S.
companies, BUT




ULS. Is still the leader By farin
enfierceEnment Procecdings and reported

Cases




ENERGY CONMPANIES ARE
ESPECIALLY VULNERABLE
ANDRSAVESCON IVINRREDSVIANY
OEFHE V@SHE SHGNIEICAN

ECRAVIOLLATHONS




VWIS

Mest developing| countiies withr stupstantial eneray:
AEEds from fereign companies have:
Wweak legalland regulateny/ systems
Serious) Infirastructurerand social needs
partial or complete govermment controll of the
Eenergy: Sector

IoW=paid gevernment officials Wher depend on
0)f6)eks

fiereign companies spending lots eff meney.




INCREASED ENEORCEMENT

Over $100M Inr penalties; fiem oil, chemical
and telecem companies in: 2007

Mere presecutions I past thiee years than

I PrEVIGUS thIty V/ears

Over sixty federall cases IR the pipeline

EBI hasidedicated five full-time agents te
ECPA IRVEStIgations




PRACTICAL CHALLENGES

Actions are judged by the U.S. Gevernment With
“20/20rRindsight*

Aldsence: off regulatory guidance

Mest cases; settiedl prier to trhal, and therefere
judicial’ precedent Is limited

AS a result off recent accounting secandals and
corporate firatd 1 the U.S.:

- Enforcementis on the increase and
- Compliance: standards: are geing; up




PENALTIES

Up to $2 millien: fine: per vielation for
corpoeratien (or mere under altermative fines
ules).

DiSgergement of profits

Up to $100,000 fine and five years In: prsen
for Ofificers, Pirectors, and Employees.

Employees may e presecuted eveni il the
COMPany. IS NoL.

EIRes must lve: paid by’ the employee: out of
personal funds and may not e paid by the
company.




WHO! IS COVERED?

ULS. Cltizens Wherever lecated
ULS. sulasidianes of foreign companies

Officers, directors, employees and
agents; efra U.S:, sulasidiany
REGARDLESS OF THEIR NATIONALITY

Agents: Inclbding| brokers;, Iawyers,
acecountants and consultants

Joint venture partners
ACOUIMRG or Mmerged companies




ANTI-ERIBERY PROVISIONS

Payment of (oI offierr or Promise. torpay)
meney. OR anything off value, directly: or
INAIGECt/;

e any. fereigni official;, fereign political party

OIf candidate;, or anyene: acting onr behall of
an  Intermational erganization (WerldrBank;
IME)), O e any: etherr person (agent) while

kReWIng that the payment will e made: to

One of the abeve;




ANTI-BRIBERY PROVISIONS

Te “corruptly” get the: persen to
AClL O refi@ain: frem: acting 1n
Vielatien! o IS eI ner lawiti duty;

o assIst Inreptaining, retaining or
directing PUSINESS, G SECUNG an
IMpProper PUSINess, advantage.




VIONEY OR ANYTIHING OF VALUE®

Cashior eguivalent
- Unmarkea bilistinra paper hag (Saynolt)

- \Wilke: transiers tor multipler effshore accounts
Held 1By thirka party, agents

Payiment ofi EXPENses
Lavishi gifit or gratuity
EXCEsSIVe travel, meals or entertainment




VIONEY OR ANYTIHING OF VALUE®

Steck or other Interest In the company: or
uhe BUSINEess venture

Offfiers off empleyment: te; ofificial  or family,

member

Chantanle contrputien Which weould
Penefit the: govermment official

Contrkbutien te the: official’s peliticall party




FOREIGNFOEEIC]AILS

Any. efficial or employee: of a foreign

goVvernment, department or agemncy, or state-
ewned (even partially)renterpiise (1.e. pPower
company: or utility)

Police officer, custems or Vvisa official, electead

efficial, Judge; candidate fier puklic office

ARVAPESER RGN GIiiCIal CARACI/ G
Ol onl ehall off any: foreign; gevermment,
department, agency’ or Instrumentality.

Any. efficer or employee: ofi a pullic

iInternatienal erganizatien (Werd Bank; IIVE,
etc.)




"EOREIGN OEEICIAL®

[T IRraeuUkE, asstme: fiereign: efificiall

Could e lew-level; part-time; and not
even invelved in the company s area
O business




“CORRUPTLY?”

EGK the purpese off Imprepery Infllencing
an efficial  act or decisien eoff & gevermment
efficial

0 Induce: therefficiall to; do; or omit delng
anyuRing in vielatien: of [is or her lawiul
duity




“TO OBTAIN, RETAIN OR DIRECT
BUSINESS*

Contract fer sale 0f goeds o SErVICEs
LICEASE OF CONCESSION

Preferential treatment: onl public: tender:
Commission or Kickbback




STATOIL ASA (2004)

Statell paid $5.2Miini brikes to anl Iranian: efficial
(and agreed 1o pay additienal $S10M) iR returm
e ehtaining Iucrative contracts te develep the
Seuth Pars gas field

Payments Were made through an Intermediany.
company. te bank acecounts in the US and
Switzerlanae

Statollfalservielated heoks and records
PrOVISIGNS BY. recerding the payments; as
“consulting| fiees”




STATOIL ASA

Nordue dillgence Was performead onr the
efficiall o the contact and managenent
ignered Internal reports of a prekiem

Penalty of $1.0.5Mito settle DOJI charges

Disgergement of $1.0.5M 1n: profits; and
IRdependent compliance menitor e settlie
SEC charges




“SECURING AN IIMPROPER ADVANTAGE™

EOWEL: tex aSSESSmeEnt

EXpedited custems clearance: (Panalpina
CASE)

Preferential treatment related toe
fegistration: or license

ARy fiavoerakle decision: fromi gevermment
offficial




DOW.CHEMICAIL CO. (2006)

Erfith=tier subsidiary of Dow: Chemical paid $200K
GVEr: SiX year perodl te’ Indian government
efficials for expedited licensing and registration
off chemical products for sale in India

Officials’ withiheld approval untifpayments Were

made, often through: brokers, and consultants

Payments Were uncovered through internal
audits and veluntarily: reported te the [DOJ

Doew agreed! te extensive restiticturng of Its
compliance: program: and traiming and aveided
moenetany penalty




ACCOUNTING PROVISIONS

Proper Recorads

MUSE Keep: proper: records, teracecurately:
refiect transactions;

Intended to prevent false recerds or fiaiure

10, FEPOrt IMPIrOPEN PayMENLS OF
transactions,

Applies to “issuers” on U.S. securities
markets, (Including ADRS) but recemmended
that prvate cempanies: comply: as well

Merger, acguisition, or sulsequent financing




ACCOUNIHNG PROVISIONS

Internal Controls

x System of acceunting centrols te; assure
management approval and financial statement
prepalation.

s Auditt Committee must certiiy compliance with
Anti=drivery: and accounting Previsions and
cannot de serWithouit Proper: FEcerds.




S.E.C. v. BAKER HUGHES (2001)

lllegall payment made while kneowing| that thikdrpaity.
agent (KPVIG affiliate i’ Indenesia) weuld pass: part of
payment to foreign gevemment official te reduce tax
assessment

Indonesian tax official offered to reduce tax assessment
against BHI from $3.2V] to $270K in| return for payment
of $75K bribe

BHI"and KPMGrbelieved the cerrect amounitwas $2. 1M
PUL the official weuld net reconsider Without the: payment

BHIl Indenesia sought advice from Houstoen; BHI general
counsel and ECPA Advisor prohibited the payment on
ECPA grounds hut CEO!later authorized it




KPMG ofifered to send false invoice tor BiHI which
Included actuial acceunting fees as well as the
$STSK payment (lbeoks and recerds vielatien)
and made: the lllegall payment on hehali off BiHI
(Gnti-brkery vielatien)

Uponi receipt: ofi the brike, the tax official Issued

a revised assessment fior $270K which BHI paid




Upon discevery of the bribe through routine
audit, BHIl teok Immediate corrective
action:

fired the CEO) contreller and KPVIG
paid $2. 1V tax (believed 1ol e the Correct

amount)

corrected the PeoKks and records and tred
10, reverse the lllegal payment, anad

reperted the illegal payment ter the US
Goevernment (did net wait te be caugit)




Settled with the U.S. Government and
ieceived relatvely lenient treatment 1n
feturmn

Local agents (even major intermational
firms) are noet infallinle - KPVIG

completely: falled Ints rele as; tax advisor:
10 BiHI = not only: didi it faili te keep: BiHl
eUT off treuble; It Was' a prepenent of the
SCheme and came uUprwithrtihe
MEechanism fer making the payment




AFFIRMATIVE DEFENSES

Payments ane allewed by wWiitten: local
jawy,

Reasenanie and bhona fide: business
PrEMOLIGA EXPENSES




ALICOVWED BYSE@CAL LAWY

Payments; are specifically authenzed
UnRder the wiritten |aws of fereign official’s
COURbRY:

- fiee for purchase’ of data package for

preparation; ofi Bid or puklic tender

- signature honus for offshoere oll
CONECESSIoN

Often| difficult te prove




REASONABLE BUSINESS EXPENSES

Must be directly: related to) DUSINess
PrEeMOLIeN G Contract Execution

IRVIting fereign efficials te: travel te

company: facilities — allewed but need to
pe careful

Meals, giifits and entertainment must lve
[easenanie




LUCENT TECHNOLOGIES (2004)

Lucent Technoelegies: investigated: o
PrbING ieHMEr Saudi telecony minister With
$20M i cash and: gifits, fromi 1995-2002

Glfts Included unlimited use: off Gulfstream

Jet for minister and family,, Iuxuny hetels in
the ULS. and Europe, and $2N chanitahle
contribution at the minister’s reguest




BROKERS AND CONSULTANTS

Essential for many: companies
Mere connected = more risky,

NEeee
nitia
NEeee

a thereugh Vetting, procedure and
due diligence

agreement Withrreps andwarranties

Brokers shieuld he brefed on company:s
compliance: poelicy, trained, and managed

Be alert te danger signs — “red flags”




"DIRECTLY OR INDIRECTLY”

Payment made: by breker or agent Is no different
than payment made by employee

Paymenis ter brekers are prohibited I the
company: knew el sheuldnave knewn that all or
a pPeruen off the '$$ weuld he paid tor a
goevernment official

Conscieus disregand), willful Blindness

“Ostrch” or IHead 1 the Sand* approackh will
et Work




"DIRECTLY OR INDIRECTLY”

Many: ECPA cases Invelve payments: by,
BrEKErs or agents

SurprsIRgly; majority: ofi companies; are
RAeL aware ofi this major lianility

Need te pay: carefulfattention te RED
EICAGS™ discussed: later




PANALPINAICASES (2007)

Fhree subsidiares off ULS. ell service company
Vetco Gray made: ever 375 payments totaling
eVer $2. 1M ter Nigeran custems officials: from
20)0)255210)0)6

Payments Were made by Panaipina, a niajor
Intemational freight fonvardingl and custems
clearingl conmpany.

Vetco Gray did noet perorm sufficient due
diligence and didinoet Incltide Panalpinain any.

tralning pregram




PANALPINA CASES

Several additienal ell service: companies
aversince: been implicated 1 similar
schemes

Vetcor Gliay was fined $26V by the DOJ —

at that time. the largest: fine' ever Inmpesed
I an ECPAInvestigation




JOINT VENTURES

Often the preferred e even required
methoed of dejng PUSINESS Inf developing
COURLAES

Similar liapilities as; consultants and
SUBJect of Increased enforcement activities

JV-agreement should include: similar reps
and warranties

EVen minexity: partners may: be: lianle for
lllegal payments




MERGERS, ACQUISITIONS ANID
=INANE INES

SUVIVIng company will-lbe responsihle for any.
ECRAlIabllities of acquiread: conpany.

Agreements need reps that ner ECPA vielatiens

nave occurred or Will-ececur

Problems; eften uncevered durng due diligence
review and MIUSHE be’ reportedi tor DOJ/SEC

Result — DOJ/SEC investigation, possible
pPEnalties; pPossinle fiallure of
MEerger/acquisitien/financing




INVISION| TECHNOLOGIES! (2006)

Pec. 2006/— GE announced acquisitien of Invision
Technologies and DOJ announced deferred presecution
agreements; wiih et cempanies

Due diligence review had disclosed lliegal payments; oy,
Invisien’s distrputors; caused By Invisien's falure te
conduct preper eversight en distribuitors

GE — reguired to integrate lnvisien’s Business; interGE's
compliance program; entain independent censultant, and
coeperate with DOJ/SEC

Invision — paid $500K civil penalty’ and' disgorged $589K
I profits




DUE DILIGENCE

IHOW muUch IS, eneugh? Dependsien the
ClrcUmSstances

We ehjectives — education and protection

EdUcation’ alnout; hackgreund of
consultant, agent, partner etc. te avoid an

=CPA prehlem

Pretection against lianility in case: a
preblem develops down the road




DUE DILIGENCE

Past activities' = financial' statements, CVs,
pPackground checks, emassies; local
counsel;, Geogle

References — Business, financiall and

Personail

=Uture activities, - Written agreement Wiith
compliance: certificate; atdit rnghts




NIGERTANJOINIFVENNURE

JV between US ollf service company: and Nigerian
company.

Nigeran; company. is 100% ewRed By Wile of
NINPC oefificial

N0 PG INSTANCES) ofi friaud er corlption

AsSKING| fie): rEferences for company. ane
management

Will-reguire; reps in V- agreement and side
agreemenis wWithrownerand generali manager

Willfiaclude: owner andr GV in: tralining program




GENERAL RED ELAGS

he country has a histony eff corruption — Africa,
Middle East, Fermer Seviet Union, Asia

The mdustry invelved has a history off ECPA
problems — eneray, defense, aircraft, construction

The U.S. company. has heen investigated by the
DOJ or SEC In the past five years

Recent repoerts off payefis, bribes, and Kicklhbacks —
Nigeria fier example




AGENT/PARTINER RED! ELLAGS

Clarges excessive commissien: ol share ofi the deal
Compensation; dees not relate 1o contrbution

cannot contribute anything te: the: venture: except
nfiluence (I.e. no Industry EXPErience/expertise,
lack: of stiaifii o1 facilities)

owned or controllied! By key: gevernment ofificial or
a relative of the: official

pUSIness o family ties, with' a gevermment: efficial
NEW. 1o the PUSINESS! B INEXPErIenced




AGENT/RPARTINER REDIELAGS

[efilses toragree not 1o vielate the ECPA

claimsi noet te knew: akoeut: or bersubject te ECPA
recemmended By a gevermment: official

Use ofi Shell' companies te; BlascuUre GWNRErSHIP

OGN reputation
lack: of Verifianble references

@oes not provide suificient hackgreunad
Infiermation




PAYMENT RED FLAGS

payment In cashi or Bearer Instrment
payment: to’ ofifshere hank accolnt

excessive compensation — willfdepend on the
country, degree of sk, Services, providead and
ether relevant factors

reguest for false'inveices oI other documents
refusal ter allew audit of records
fegquest fer Increase In compensation

compensation IS based o “SuUCCeSS fiee”
commission — creates financialfincentive: to brike




RED FLAGS

tlese factors dernet autematically: disgualify: an
agent BUT raise. the: risk profile

he more red flags, the greater degree: of care
and due diligence reguirea

cannot claimilack: off knewledge afiter the: fact




CONCLUSION

Conduct thereugh aue: diligence on: all
Intermediaries, target conmpanies; and: joint
Venture: partners

Includeall i ECPA cempliance: poelicy. ana

iraiRingl pregram
Manage: relationships; 6 an 6Rgeing Pasis

Use written agreements With' reps;ancd
Waliranties;, audit rnghts and termination’ rnghits

Pay: carefuifattention: ter red flags




